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INTRODUCTION

In 1995, two unprecedented events focused the attention of policymakers, academics, and
andysts on the threat of terrorism involving wegpons of mass destruction (WMD). In
March 1995, members of the Japanese cult Aum Shinrikyo released sarin nerve agent in
the Tokyo subway, demonstrating that chemica wegpons are within reach of some
terrorist groups. In April 1995, domestic terrorists bombed the Alfred P. Murrah Federd
Building in Oklahoma City, bringing the thregt of terrorism capable of generating mass
casudties to the American heartland.

In response to these events, as well as other devel opments demongtrating the internationd
proliferation of WMD, beginning in gpproximately 1996 the U.S. government elaborated
policies to address the threat of WMD terrorism. The resulting massve effortsto
improve the ability of governments a the locd, Sate, and federa levels to defend against
and, should defense fail, manage the consequences of terrorism involving the use of

WMD have been repeatedly criticized as being redundant, overlapping, and poorly
coordinated. Much of this criticism appears to be judtified by the findings of severd
exercises, such as Topoff and Dark Winter, during which the response mechaniams of
local and federal government agencies were put to the test by smulated biologica attacks
involving ether contagious or noncontagious pathogens.' The findings of these
exercises showed uniform results—Iloca resources would be quickly overwhelmed if a
mass-casudty event were to occur, and assistance efforts by the involved state
governments and federd government would be serioudy hampered by the ingbility of
agencies to communicate with one another and settle jurisdictional issues.

In September 2001, the first of seven letters containing spores of Bacillus anthracis (the
bacterium that causes anthrax) was mailed to a Horida publisher. By thetimethis
biologicd letter bomb campaign ceased in November 2001, 22 persons were sickened, of
whom fivedied. Asthisiswritten, it isnot known who perpetrated the attacks and for
what purpose. What is known isthat this campaign, which in terms of public hedth
caused avery smdl number of casudties, revealed many of the inadequacies of sate and
federal response plans for terrorist attacks with biological weagpons. In particular, there
are sgnificant problems with how well loca and federd authorities are prepared to
respond to biologica terrorism and how well the work of the many agencies who have
roles in responding to biologica eventsis coordinated.

Although there have been some training exercises involving Smulated bioterrorist events
that would generate mass casudties, Cdiforniahas so far not suffered an actud
bioterrorist attack. Thus, the provisons of the updated Caifornia Terrorism Response
Plan (CTRP),? which is an annex to the State Emergency Plan, have not been redigticaly
tested. The CTRP sscopeisto provide“...direction to state agencies and local
governments within Cdiforniainvolved in protecting public safety, and preparing for and
responding to terrorist events’ (the purpose, scope, and objectives of the CTRP are
reproduced in Annex 1). As can beimagined, the CTRP defines the roles of numerous
agencies, offices, and organizations in the genera terrorism preparedness effort. What
the CTRP does not do is to address bioterrorism, except in generd terms. In fact, the
CTRP tends to group chemica and biologica terrorism together under one heading.
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Further, it does not mention terrorism againg animas and plants. In view of the different
characteristics of chemicals and microorganisms, which necesstate differing response
mechanisms to chemica and biologicd attacks, most knowledgesble security experts find
it advisable to address the two separately.

The etiology of some bioterrorist attacks will be obvious. For example, were there to be
alarge-scde outbreak of inhaation anthrax anywhere in the U.S,, public hedth and
police investigators would be certain to consider it to have been deliberately brought
about. In this obvious situation, terrorism response plans developed by loca and federd
agencies can be implemented immediately. However, in most cases when a disease
outbresk occurs, none of those who initidly respond to this event, be they primary hedth
providers, emergency service personnd, veterinarians, or plant pathologigts, are likely to
know itsetiology. Usudly, unless there is clear evidence to the contrary, it will be
assumed that a disease outbresk has anaturd origin. The biologica atack carried out by
the Rgneeshess isilludtrative (see Annex 2). The point isthat Since a disease outbresk is
a firg likely to be believed to have anaturd origin, the terrorism response plans
availableto local and state authorities are not likely to be implemented. Instead, plans
developed by public hedlth authorities or agricultura services to meet the threats and
exigencies of naturaly occurring diseases are likdly to be put into effect. Itisonly later,
as epidemiological evidence indicates thet an outbresk’ s etiology is likely to have been a
deliberate act, that locd police and the FBI would be so informed and authorities would
decide whether to implement terrorist response plans. As can be redized, it might well

be that a state’ s terrorism response will not be implemented when a disease outbreak
brought about by terrorists first becomes manifest, but rather when it iswell underway.
This*backing in” into implementation is likely to lead to confusion among agencies
having important responsibilities under such aplan. Theimplication of this observation,
which is discussed further below, isthat it might be worthwhile for the state of Cdifornia
to have a public health response plan that aso addresses bioterrorism rather than a
terrorism response plan that includes bioterrorism.

Recognizing the substantia differences between biologica and chemica terrorism, this
report focuses on bioterrorism (see Annex 3 for Glossary) and Cdifornia s preparedness
for bioterrorist attacks. It has six sections and nine annexes. Firgt, the Introduction sets
the context for this report. Second, the background section sets forth assumptions on
what congtitutes a bioterrorist attack and lists bioterrorist scenarios. Third, we provide an
overview of Cdifornia s preparedness for bioterrorism, including descriptions of the
Standardized Emergency Management System (SEMS) and the CTRP. Thefourth
section includes brief descriptions and discussons of the agencies and organizations
given key respongiilities for bioterrorism response in the CTRP. Fifth, the roles of
agencies and organizations over the time that a bioterrorist attack occurs and is managed
are andyzed; i.e., where and how agency roles overlap and occur smultaneoudy. Itis
important to note that the report’ s intent is not to assess any organization’s effectiveness
but rather provide an overview of the network of responders. By doing o, this report
provides abasis for policy recommendations, which comprise the sixth section of this
report.
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The report’ s nine annexes contain speciaized information. Thus, Annex 1 ligsthe
purpose, scope, and objectives of the CTRP; Annex 2 briefly describes four known
bioterrorist events; Annex 3 has a Glossary where technical terms are defined; Annex 4
ligts biologica threat agents as determined by the Centers for Disease Control and
Prevention (CDC); Annex 5 discusses the stages of a bioterrorigt attack; Annex 6isa
diagram of role sequencing over time; Annex 7 lists acronyms and their definition;
Annex 8 contains aligting of federd legidation that wasin force or pending as of March
1, 2002; and Annex 9 includes endnotes and the references cited in the text.
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BACKGROUND

Three assumptions underlie this report’ s consideration of a bioterrorist attack. The
bioterrorigswill: (1) use one or more types of bacterid, fungd, or vird pathogen to
achieve their objectives (see Annex 4 for alisting of human pathogens); (2) endeavor to
disseminate a sufficient quantity of the pathogen over or onto the target population to
causeillness or death to mogt of its members; and (3) use such means of ddlivering the
pathogens as aerosol dissemination, contamination of food or water, direct application to
atargeted individua, or contagion by previoudy infected individuas. With these
assumptions in mind, there are five scenarios for bioterrorist attacks. Terrorists can use:

incapacitating or low-lethdity pathogens to disable members of atargeted human
population;
lethd pathogensto kill members of atargeted human population;

pathogens or simulants to cause disorder and/or anguish among a targeted
population;
pathogens to sicken or kill a population of animals; or

pathogens to kill apopulation of plants.

It isimportant to list these scenarios in order to make clear that one set of agencies or
organizations would be involved in responding to a bioterrorigt attack on humans, but
another set (with some overlap) when the target is agriculture® This report does not
consder hoaxes.

It bears noting that the terrorist use of chemical wegpons would create a markedly
different Stuation than if biologica wespons were employed. In particular, the effects of
chemica wegpons will be discerned dmost immediately after the agent is dispersed; i.e,
within afew minutes of achemica agent having been dispersed, nearby persons will
exhibit Sgns of intoxication and, if the concentration of the agent is high enough, some of
them will become unconscious and fall to the ground. The rgpidity with which chemica
agents act obvioudy has implications for first providers. Usudly, if the heavily affected
individuas are not immediately and correctly treated, they will die before reaching an
Emergency Medicad Department (EMD). In addition, snce many of the chemica
weapons agents are persistent, persons who become contaminated with such an agent will
emanate fumes. These persons must be thoroughly decontaminated, or they will give off
fumesthat can affect first responders and EMD gaff. Conversdly, were abiologica
attack to occur, there will dways be an incubation period during which the pathogen is
propagating within the victim’s body, but the victim shows no Sgn of illness. For
example, if aperson inhdes alarge quantity of Bacillus anthracis, a period of threeto six
days will pass before that person exhibits the first symptoms of anthrax. To complicate
meatters, a an early stage of most illnesses the symptoms usudly are generd, thus making
it dmost impossible for an EMD to make an accurate diagnosis until time has passed and
indicative symptoms appear. Usudly there will be no need to decontaminate someone
who is affected by abiologica weapon (BW) since the causative pathogen is unlikely to
be present in sufficient quantity on the victim to present a threat to others. Further, a
biologicd attack may utilize a contagious pathogen, such as Yersinia pestis or a
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hemorrhagic fever virus. If o, secondary spread of the pathogen islikely to occur,
cregting a very difficult Stuation for first responders, health providers, and public health
services.

It can be redlized from the foregoing that the type of first responder to achemica event
would be different from abiologica event. For achemicd event, the first responders
will befirefighters, paramedics, and police (which would aso be the case for attacks
where conventiond weagpons and high explosives are used). However, those who would
first respond to abiological attack are likely to be EMD daff, primary care physicians,
and persons gaffing physician offices.
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OVERVIEW OF CALIFORNIA BIOTERRORISM RESPONSE

In this section, we briefly describe and discuss the key dements of Cdiforniaterrorism
response planning.

STANDARDIZED EMERGENCY MANAGEMENT SYSTEM (SEM S)

Beginning on October 20, 1991 and lasting for three days, afire destroyed approximately
1,580 acres and over 2,700 structuresin the East Bay Hills, Oakland. Thefire took 25
lives and caused over $1.68 hillion in damages. It was the most expensive fire disaster in
Cdiforniahigory. In the aftermath, there was much criticiam of how firefighters and

other responders had managed this disaster. Responding to this criticism, the Cdifornia
legidature adopted alaw that directed the Governor’ s Office of Emergency Services
(OES) to coordinate with other state and local agenciesto establish SEMS. Thus, by law
date agencies must use SEM S when responding to emergencies or disastersinvolving
multiple jurisdictions and multiple agencies. Sincetraining isessentid to maintain the
effective use of SEMS at dl levels of government, OES has developed a course of
ingtruction that can be used by personnd at agencies having respongbilities in disaster
response and relief.

SEMS is a management system that provides an organizationd framework for the
coordinated function of response agencies. The legidature designed SEMSto beflexible
and adaptable by agenciesto meet any of the many types of disastersthat can occur in
Cdifornia SEMS can operate & five leves, though in actudity only the leve or levels
required to respond to a particular emergency isor are ectivated. Thefiveleves are?

Feld: commands responders and resourcesto carry out tactical decisons and
activitiesin direct response to an incident or threst;

Locd: manages and coordinates response and recovery activities within local
jurisdictions;

Operationd Area: manages and coordinates information, resources, and priorities
among loca governments and specid didtricts within the geographical boundaries
of a county and serves as a coordination and communication link between the
locd levd and regiond levd;

Regiond: manages and coordinates information and resources among operationa
areas within the mutud ad region and between operationd areas and the state
leve. Theregiond level and dtate level coordinate overal state agency support
for emergency responses; and

State: manages State resources in response to the emergency needs of the other
levels, manages and coordinates ass stance among mutud ad regions and
between the regiona and state levels, and serves as a coordination and
communication link between the five local and state levels and the federd disaster

response system.

SEM S incorporates the Incident Command System (1CS), whichwas origindly
developed by the fire services to provide a standard system for managing emergencies.
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|CS provides a common organizationa framework within which agencies can work
collectively at the scene of an emergency. There arefive primary functions within the
|CS management Structure:

Command: the Incident Commander (IC) is responsible for on-scene command
of an incident or an event;

Operations. responsible for the coordinated tactica response directly applicable
to, or in support of the mission(s) in accordance with the Incident Action Plan (a
written or ord plan drafted by the IC that establishes gods and definesthe
operationa period);

Aanning/Inteligence: responsible for the collection, evauation, and
documentation of information about the development of the incident and the
status of resources,

Logigics responsible for providing facilities, services, personndl, equipmernt,
and maeridsin support of the incident; and

Finance/Adminigration: responsiblefor dl financid and cost andysis aspects of
the incident, and for any adminigtrative aspects not handled by the other
functions.

SEMS dlowsthe ICS to grow or shrink according to the demands of the particular
emergency. For example, were five persons to become serioudy ill in avillage, apublic
hedlth officid from a county or city may be designated as IC, and he or she probably
would require little assistance beyond what can be provided by alocal hospitd. On the
other hand, if an outbreak of foot-and-mouth disease affected severa anima pens
amultaneoudy, a Veterinary Coordinator may be assigned as |C from the Cdifornia
Department of Food and Agriculture or the University of Cdifornia, Davis, and be
provided with a sizeable staff, including an Assstant Coordinator, with representation
from OES, National Guard, Highway Petrol, etc. In generd, as the number of persons
working under a supervisor exceeds five, another level of supervision can be created to
maintain an optimum ratio between managers and workers. Asthe emergency decreases,
the ICS can shrink as appropriate.

California Terrorism Response Plan (CTRP)

The CTRP, which is an annex to Cdifornia s State Emergency Plan, supercedes the
Nuclear Emergency/Terrorism Response Plan of 1991. Its stated purpose is to provide a
bassfor al state agencies to develop procedures for responding to terrorist incidents
involving nuclear, chemica, and biological wegpons. The director of OES notes that the
CTRP “should be used by loca government in conjunction with the Loca Planning
Guidance on Terrorism Response.”

The CTRP aso establishes the State Strategic Committee on Terrorism (SSCOT), which
is chaired by the director of the OES. It istasked to “ provide[s] advice to OES
management during validated terrorist threats or actua incidents’ (the term “vdidated” is
not defined). SSCOT is comprised of individuas possessing various kinds of expertise
who meet & least quarterly, maintain continuous communications between meetings, and
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are available for rapid consultations should the need arise. The core membership of
SSCOT can be augmented according to need by specidists from other agencies, such as
OES, Department of Justice, National Guard, Emergency Medica Services Authority,
Department of Hedth Services (DHS), Department of Food and Agriculture, and others.
The respongihilities of SSCOT include: (1) serve as aforum for sate terrorism planning
and policymaking; (2) take part in the development and updating of the State Terrorism
Plan, Terrorism Strategic Plan, and other publications related to terrorism; (3) oversee the
use of grants addressing terrorism and develop a comprehensive Strategy to secure grants
for state agencies and other entities; and (4) provide aforum for the exchange of
information on terrorism trends and technologies.

In the aftermath of the first anthrax case caused by spores ddlivered by letter, Governor
Gray Davisissued an executive order for the SSCOT to set up several subcommittees,
including one caled “Protection of Public Hedth.”> The committee presented a
confidentia report to the Governor on October 25, 2001, the contents of which had not
been rleased as of thiswriting.® In addition, SSCOT was a the same time directed to
“develop recommendations for prevention and response to terrorist actsin Cdifornia
...by October 30.” Initia recommendations were submitted at the end of October. The
find SSCOT report was conveyed by OES Director Dallas Jones on February 22, 2002.”
It contains aligting of 131 recommendations, which cover defenses againgt possible
biological, chemica, conventiond, cybernetic, and nuclear terrorist attacks againgt both
human and agriculturd targets. Of these recommendations, the largest number pertains
to “Public Information and Education.” According to the OES website, nine
recommendations would require federd action. The others are under review or in the
process of being completed.

An important subgroup of the SSCOT isthe State Threat Assessment Committee (S
TAC), which provides “an on-going capability for rapid assessment of information
regarding the potential impacts from specific terrorist’ sthrests and incidents” S-TAC's
most important respongbility isto provide rea-time threat assessments and convey the
findings of these assessments to the Governor, state condtitutiond officers, and legidative
leaders. The core membership of S TAC conssts of representatives from OES,
Department of Jugtice, Nationd Guard, Highway Petrol, and FBI, but this membership
may be augmented from other agencies as necessary depending on circumstances. Thus,
were a bioterrorist event to occur, we would expect that one or more representatives from
the DHS or Department of Agriculture as gppropriate would immediately be asked to join
S TAC.

The CTRP adopts the federal concept for terrorism response, which includes crisis
management and consegquence management. Criss management is defined as“the law
enforcement response to the causes of terrorist incidents, terrorists, and their weapons’
and typicaly indudes traditiond law enforcement missions, such asintelligence,
surveillance, forendcs, etc., and technical support missions, including agent
identification, transfer and disposal, decontamination, and others. The CTRP submits
that the federd government hes preeminent authority in criss management, with the FBI
aslead agency.
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Consequence management “addresses the consequences of terrorism, the effects upon
people and their property and communities” The State of Cdiforniaand loca agencies
have preeminent authority to manage the consequences of terrorism. Under SEMS, on+
scene authority rests with the IC and local emergency services organizations. As
necessary, the federal government may provide assistance with FEMA asthe lead
agency. CTRP notesthat criss and consequence management can occur Smultaneoudy
during athreat of actud terrorigt attack. If so, the FBI and FEMA would initiate criss
and conseguence management actions concurrently, with FEMA consulting with OES.
Once aterrorist incident has occurred, state and federal agencies will coordinate their
responses according to the California- Federal Emergency Operations Center Guiddines.

The CTRP has a specid section titled “ Chemical/Biologica Terrorism Response Plans,”
which specifies thet Cdifornid s technica response to chemica/biologicd incidentsis
guided by the Hazardous Materias Incident Contingency Plan (HMICP). The HMICPis
written primarily for state agencies to guide them in understanding the state srolein
hazardous materia emergencies. Secondarily, the HMICP may be utilized by local and
federad governments, and private organizations to clarify ther roles and relaionships
concerning hazardous materid emergencies. OES isthe lead state agency for any
terrorist event involving chemicd and biologica wegpons. The CTRP haslengthy
sections on agency roles and responsibilities and state resources that can be brought to the
forefront in case of aterrorist attack, but lack of space does not permit afurther
discussion of this important document.
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RESPONSIBILITIES OF AGENCIES AND ORGANIZATIONSIN
CALIFORNIA BIOTERRORISM RESPONSE

The roles and respongibilities of key agencies and organizationslisted inthe CTRPin
regards to bioterrorism are reviewed in this section. (See Annex 1 for an Organizationd
Diagram.) Our discusson includes relevant legidation in force and under consideration.

CALIFORNIA STATE AUTHORITIES

This section ligs the key players a the sate level and describestheir rolesin a
bioterrorist response. 1t also outlines current and pending bioterrorism-reated legidation
in Cdifornia In genera, state structures are designed to provide guidance to local
planning efforts and to serve as a mechaniam to involve Sate assats as required during a
response.

Legidation

This section reviews the key statutory dements of Cdifornia s response planning for
bioterrorism and briefly describes each piece of legidation. This aspect of responseis
critical to criss management in that the statutes provide a basisfor the crimind
investigation of theincident. The Satutes play severd roles. Firg, they may serveasa
deterrent to potentid bioterrorists. Second, even though there are federal statutes
governing bioterrorist incidents (see Annex 8), state-leve legidation alowsfor the
prosecution of perpetrators where federal law may be inadequate. Findly, such
legidation istangible evidence that Cdifornia s policymakers are paying attention to the
issue. One gtatuteisin force, and three others are under consideration by legidators.

AB 140: the Hertzburg-Alarcon California Prevention of Terrorism Act was adopted by
the Assembly and Senate in September 1999 and passed into law on January 1, 2000.
Thislaw makes it acrime for any person, with specified exceptions, to: possess, develop,
manufacture, produce, transfer, acquire, or retain any type of chemical, biologicd,
radiological, or nuclear wegpon (i.e, aWMD); use aWMD againg a person, anima,

food or water supplies, crops, or public natural resources; threaten to use WMD resulting
inan isolation, quarantine, or decontamination area; or attempt to develop WMD.

SB 611: Biological Agents and Chemical Weapons, was authored by Senator Richard
Alarcon and isin inactive gaus in the Senate as of February 15, 2002. Thishill would
make it afeony, punishable by 15 yearsto life in state prison, for any person, without
lawful authority, to: knowingly develop, produce, stockpile, transfer, acquire, retain, or
possess any hiological agent, toxin, or ddlivery system for use as awegpon; or to use a
chemica wegpon. Thishill would dso make it afdony punishable by up to tenyearsin
state prison to thresten to commit a crime with abiologica agent, toxin, ddivery system,
or chemica weapon.

SB 1298: Funding for Domestic Bioterrorism Preparedness/Public Health Emergencies,
was authored by Senator Deborah Ortiz and was introduced on January 18, 2002. This
bill would declare the intent of the legidature to identify federd and state funds that shall
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be used for purposes of building the capacities of loca hedth departments to prepare for
and respond to public hedth emergencies. According to the legidature, the motivation
for the bill is based on severd factors. Firt, Cdifornid s public hedth infrastructureis
lacking in its ability to respond to biologica threets or other emergencies. The system
has been allowed to atrophy over the past severd decades, leaving the public more
susceptible to serious outbreaks of infectious disease. Second, thrests of emerging
infections and bioterrorism could be addressed more effectively with adequate funding
infused into the public hedth sysem. Additiond ongoing resources are needed to train
additiona public hedth gtaff, expand information and communication systems, and
enhance public hedth |aboratory capacity. Third, state and loca public hedth
departments require additiond resources and funding to enhance their ability to respond
to and prepare for future potentid acts of biologicd terrorism or public hedth
emergencies.

SB 1287, Weapons of Mass Destruction was authored by Senator Alarcon and was
introduced on January 16, 2002. This bill would serve as an addendum of sortsto
AB140. Theadditionswould: expand the definition of WMD to include mass
transportation vehicles under specified circumstances; penaize the use of WMD which
damages not only persons, animals, food and water supplies, and natural resources (as
AB 140 maintains), but also mgor infrastructure, landmarks, or economic activity;
pendlize the threatened use of WMD which results not only in an isolation, quarantine or
decontamination area (as specified by AB 140), but aso one that results in widespread
fear, business closures, or transportation disruption; and make it acrime to possess or to
expose any other person to afase or facamile wegpon of mass destruction, punishablein
varying degrees. Under adifferent law, it is currently a crime to expose another person to
afdse conventiona bomb.

Governor’s Office of Emergency Services (OES) and California Terrorism
Response Plan (CTRP)

The OES has the lead for managing the consequences—preparedness, dert, warning,
response, and recovery—aof terrorism, including bioterrorism, & the Sate leve.

Reporting directly to the Governor, OES coordinates al aspects of terrorism response
planning for the gate government, including, in theory, for bioterrorism. According to
OES, the FBI leads cris's management efforts and coordinates the law enforcement
investigation with the support of state and local agencies. The FBI isresponsible for the
coordination of the federal government’ sresponse. State and local authorities have
primary responghbility for consequence management, including trestment of casudties,
rescue efforts, and community protection. In aterrorist incident, including bioterrorism,
these decisions are made by a unified command that includes the FBI, loca law
enforcement and fire services, and public hedth authorities. In addition, OES maintains
the Cdlifornia Specidized Training Indtitute (CSTI) in San Luis Obispo, which provides
first responders with courses on emergency planning, preparedness, terrorism, hazardous
materids, and other relevant topics® OES and the CTRP are discussed in detail on page
8 of thisreport.
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Emergency Medical Services Authority (EMSA)

EMSA was created in 1980 and was charged with providing coordination and leadership
in developing and maintaining emergency medica sarvices (EMS) systems throughout

the gtate, including managing statewide medica care systems and disaster medical
response. In addition, EMSA asssts OES with dl EMS eements of the state’s medica
disaster plan. EMSA isresponsible for responding to medica disasters and coordinating
the mutual aid program.®

EMSA’s emergency preparedness programs principaly target first responders such as
emergency medical technicians, paramedics, nurses, physicians, and adminisirators who
provide medica care to the genera public. Though the day-to-day EM S functions are
carried out by locd jurisdictions, EMSA has specific responsibility to: establish EMS
training certification and licenang statewide; investigate and discipline first responders
when necessary; encourage EM S improvements statewide; coordinate disaster planning
gtatewide, including for terrorism; provide genera standards for EMS operations
gatewide; and develop and maintain data systems.

In addition, EMSA coordinates Cdifornia s Disaster Medica Assstance Teams
(DMATYS). DMATsare part of anationa network of response teams composed of
civilian volunteers from the medicd hedth professons. Asa component of the National
Disaster Medicad System (NDMS), DMATSs are partly funded by the federd government
and conditute an important element of a cooperative asset-sharing program among
federal agencies. Though primarily a state asset under EMSA, DMATS can be
federdized and activated to provide supplementa or replacement medica care and other
services to communities impacted by a disagter.

Of the more than 20 DMATSs nationwide, seven have their headquartersin Cdifornia
Los Angeles, Orange County, Sacramento, San Bernardino, San Diego, San Francisco,
and aMental Hedth Specidty team in Southern Cdifornia

California Department of Health Services (DHS)

Under the coordination of OES and the State Emergency Plan, DHS is charged with the
responsbility for coordinating statewide disaster public health assstance in support of
local operations. DHS has primary respongbility for public and environmental hedth
operations and has amgor supporting responsbility to EMSA for disastersinvolving
mass casudties.

DHS is mandated with the responghility to develop and maintain the Joint Emergency
Operations Center (JEOC) which, in amgjor disaster, acquires medica and public hedth
supplies, equipment, and personnd as needed to support the disaster medical response
under the statewide medica/hedth mutua aid sysem. The JEOC aso serves asthe
central point for coordination of the Department’ s emergency response and recovery
activities, information, and resources. With specific regards to bioterrorism DHS has the
responghility to: ensure the safety of public water supplies, provide public hedlth
laboratory servicesto assist state and local agencies as requested; provide surveillance,
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prevention, and control of infectious diseases; in coordination with federd, sate, and
locd agencies and other researchers, conduct epidemiological investigations as
appropriate to assess the impact of the emergency on public hedth; ensure that Medi- Cal
beneficiaries and DHS-funded primary care clinicsimpacted by the disaster have the
coordination and assi stance needed; provide emergency supplies of “death certificates’
and “permit for dispogition of human remains’ forms and training in their use; and
provide personnel on request to assist the Department of Sociad Services at the Disaster
Application Centers or to assist OES or other state or local agencies as appropriate.

DHS dso maintains the Emergency Preparedness Office (EPO) under coordination of the
Environmental Management Branch (EMB). The EPO carries out alarge portion of DHS
respongbilitiessuch as. coordinating the 24-hour duty officer program to ensure thet the
department is prepared to respond to public hedth emergencies, representing DHS to
OES, EMSA, U.S. Public Hedlth Services, FEMA, and other state, federal, and local
agencies, planning for and ensuring that DHS gaff receive training in emergency

programs and participate in emergency exercises, planning for the JOEC and the DHS
Emergency Coordination Center (ECC); reviewing the emergency communications needs
of the automated highway system (AHS) programs;*° acting as liaison to DHS emergency
radio gations, arranging for emergency identification for DHS employees who will need
to enter the disagter area; maintaining communication with all DHS programs with
emergency responghbilities and consulting them as requested; updating the DHS
Emergency Plan and Procedures annually; activating the JEOC and/or the ECC when
gopropriate; ensuring that any emergency information from OES is disseminated to the
appropriate agencies or people; acting as liaison between the DHS Executive Staff and
the Emergency Operations Center; facilitating post- disaster cost recovery activitiesin
coordination with the Financid Management Branch; and coordinating the preparation of
after-action reports and recommendations by all DHS programs that respond to the
disagter to ensure that lessons learned from the response are incorporated in the
department’ s emergency plans and procedures.

In late 2001, the DHS' Licensing and Certification Program and Division of
Communicable Disease Control led an effort to develop the California Hospital
Bioterrorism Response Planning Guide™ the other agencies that participated were the
EMSA and OES. The overal objective of the Planning Guide isto “assist hospitasin
preparing for apossible bioterrorism event.” It has three primary sections: (1) overview
of bioterrorism and roles of hospita's in managing emergency biologica events, (2)
detailed descriptions of the bioterrorism agents identified by the CDC; and (3)
attachments that specify such practical details as acommunication plan, formsfor
medical records review, charts with disease syndromes, and alist of text and Internet
references on bioterrorism. A draft of the Planning Guide was released in October 2001
for review by interested parties, which was to have been completed by November 30,
2001. Asof thiswriting, the find Planning Guide was not available.
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California Master Mutual Aid Agreement

Signed in 1950 by Cdifornia s incorporated cities and dl 58 counties, the agreement
ensures that cities, counties, and/or the state join together to provide voluntarily
additional resourcesto loca jurisdictions whenever loca-leve resources are over-
committed or inadequate. In an emergency, locd jurisdictions would dways retan
control of their resources and/or personnd, but would give and receive help as needed.
Emergency assistance provided through the agreement includes, but is not limited to,
medicd assstance, fire emergency assstance, evacuations, ambulance services, law
enforcement, coroner services, and search and rescue systems.

To facilitate the coordination and flow of mutud aid, the state has been divided into Six
regiond offices throughout Cdiforniaunder OES. In addition, astate or loca

coordination center within or near the affected areamay be activated to help coordinate
the response pertaining to the agreement. Thiswould indude designating one or more
support areas where resources can be received, stockpiled, alocated, and delivered to the
appropriate locations.

Civil Support Teams (CSTYs)

The CSTswere established to respond to aWMD incident by: 1) determining the nature
of an attack (or incident); 2) providing technica advice on response operations; and 3)
supporting the arrival of state and federd military response assets. There aretwo CSTs
in Cdifornia, both of which consst of at least 22 highly trained, full-time members of the
Army or Air National Guards. One CST islocated in Hayward and serves Northern
Cdifornia, while the second isin Los Alamitos and serves Southern Cdlifornia

Of the 32 teams nationwide, 24 have completed ther training and are certified to be fully
operaiona. They have aso received sophidticated equipment including mobile

andyticd |aboratoriesfor field andyss of chemicd or biologicd agents and unified
command suites that have the ability to provide communications interoperability among
the many first responders that may be on scene. As of January 2002, both of Cdifornia's
teams had been certified and were operationd.

Though the CSTs are funded, trained, and evaluated at the federd level—and even
operate under federal doctrine—they perform their mission primarily under the command
and control of the governors of the satesin which they are located. Operationdly, they
are under the command of the adjutant generas of the individud states and therefore
comprise part of the state response.

LOCAL AUTHORITIES
This section ligts the key players at the loca level and describesther role in abioterrorist

response. Inan overt bioterrorist event, the response at the loca level would ook similar
to aresponse to a hazardous materids incident, and the local 1C (usudly afire
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department officia) operating within a unified command structure as defined by the ICS
would be in charge of the response. Locd jurisdictions in some cases have developed
step- by-step response guiddines that follow CDC and FBI recommendations. However,
often the threet credibility assessment eement of the guideinesis I eft to the FBI.

Metropolitan Medical Response System (MMRS)

The Metropolitan Medica Response System, formerly called the Metropolitan Medical
Strike Teams, was created in 1996 and is managed by the Office of Emergency
Preparedness (OEP) of the U.S. Department of Hedlth and Human Services (DHHS).
The primary focus of MMRS is to develop or enhance existing emergency preparedness
systems to manage a WMD terrorist incident, including a bioterrorist event. Through a
contractud relationship with the federal government, the god isto coordinate the efforts
of locd law enforcement, fire, HAZMAT, EMS, hospitd, public hedth and other
personnel to improve response capabilities and to ensure that the medical response
system overal is prepared for aWMD terrorist attack. By the end of year 2002, 120
jurisdictions across the United States will have implemented MMRS plansin their
communities, induding 18 in Cdifornia San Jose, Los Angeles, San Diego, and San
Francisco (1997); Long Beach, Oakland, and Sacramento (1999); Fresno, Santa Ana,
Anaheim, and Riversde (2000); Stockton, Huntington Beach, and Glendde (2001); and
Bakersfield, Fremont, Modesto, and San Bernardino (January 2002).

In generd, MMRS is designed to: focus on immediate Ste-Specific response capability;
enhance exigting capabilities, develop overal systems plans, raise awareness of WMD
agents; develop enhanced capability to operate in contaminated environments, develop
specidized treatment protocols for WMD victims; integrate biologica preparednessinto
the overd| planning process, develop plans for mass prophylaxis of exposed and
potentialy exposed populations, develop plans for mass patient care; develop plans for
meass fatality management; and develop plans for environment surety. In order to achieve
these god's, the MMRS will maintain the following capabilities ability to conduct initid
identification of agents, ability to perform operaionsin OSHA levelsA, B, and C
personal protective equipment avoiding secondary responder casudties, capabilitiesto
implement enhanced triage, trestment, and decontamination capabilities a the incident
gte and definitive care facilities; maintenance of loca caches sufficient to treet 1,000
patients exposed to chemica agents; ability to transport “clean” patients to area hospitas
for definitive care; ability to maintain a viable hedlth system; ability to transport patients
to participating NDM S hospitas throughout the nation; maintenance of mechanismsto
activate mutua aid support from federd, state, and loca emergency response agencies,
and ability to integrate additiona response assets into the ongoing incident command
structure.

At the locd levd, the program isuniquein that it: requires development of response
plans unique for each city; creates integrated immediate response structure; crestes
additiona local and regionad support network; brings together response systems of
surrounding jurisdictions in the planning process, integrates with loca mass-casudty
response plans; brings together and encourages city planning agenciesto interact in the
planning process a alevel where they are not usudly involved; encourages and initiates
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hospital nuclear, biologica, and chemica planning; creates an interface between primary
care providers and the public health community; and encourages loca hedthcare
providers to develop appropriate medica trestment protocols.

L ocal Public Health Departments

Cdiforniais comprised of 58 counties. However, in matters concerning public hedth,
there are 62 public heath departments. 55 county, three city and county (Napa, San
Francisco, and Siskiyou), and four city hedth departments (Berkel ey, Pasadena, Long
Beach, and Vernon). Should abioterrorist attack occur in Cdifornia, the government of
the affected county, and/or city, would be responsible for ingtituting |CS and appointing
the IC. Under Cdifornialaw, during a declared state of emergency or loca emergency,
local public hedth officers are granted widespread authority to take “any preventive
measure that may be necessary to protect and preserve the public heath from any public
hedlth hazard during any ‘ state of war emergency,’ ‘ state of emergency,’ or ‘loca
emergency.’”** If humans were to be the target of an attack, the county or city public
hedlth departments, and their hedlth officers, would be in charge because they are the first
line of defensein al matters affecting public hedth. 1f animas or plants were the target,
the affected county’ s department of agriculture would be in command.

In case of human diseases, Cdifornid s 62 locd health departments network of
laboratories is available for diagnogtic testing of samples taken from humans. The
“flagship” dtate-of-the-art public hedth reference |aboratory was opened in April 2001 in
Richmond. If animals or plants were affected, samples would be analyzed & one of the
five |aboratories belonging to the Cdifornia Anima Hedth and Food Safety Laboratory
System (located in Davis, Fresno, San Bernardino, Tulare, and Turlock), which is
administered by the School of Veterinary Medicine, University of Cdifornia, Davis™ In
addition, San Diego County operatesits own veterinary laboratory.

Were amagjor hedlth event to take place, whether of natura etiology or resulting from a
bioterrorigt attack, mogt cities that have their own hedlth officers probably would cede
authority to the county hedth officer. Were a county government to declare a“loca
emergency,” this status would apply to dl citiesin that county. Were more than one
county to be affected by a human disease outbreak, the OES would become the lead
coordinating agency in the response. Counties would assst one another according to the
CdiforniaMaster Mutud Aid Agreement.

Although the DHS provides guidance and advice to the loca departments when
requested, it can intercede and take control of the public health aspects of a response,
which would likely take place in the context of OES coordination. This could occur asa
result of the Governor proclaiming a state of emergency over any city or county. While
only the Governor is empowered to issue such a proclamation, a city mayor can request
that such a declaration be made by the Governor.

Mog, if not dl, Cdifornia counties and mgjor cities are aware of the threet of WMD
terrorism and have made or are making plansto meet it. According to the Cdifornia
State Association of Counties (CSAC), thisis placing a heavy financia burden on county
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governments; a burden that will grow. Thus, the CSAC estimates that California counties
spent $90 million above anticipated budgetary expenses during the fiscal year 2001-2002,
and estimates that an additiona $500 million will be spent for this purposein the
immediate future. The CSAC clamsthat these “ needed funds would be used on such
activities as security for key public facilities, public safety and fire services, hazardous
materias response, county hospitals, public hedlth information and emergencies, and
information technology and communications sysems.”**

It is not possible here to discussthe variousinitiatives by county and state governments
to addressWMD terrorism. A quick review of the county government Internet home
pages listed by the CSAC indicates that most of them have written information sheets on
bioterrorism.*® But specid note should be made of afine information packet for
physicians prepared by the County of Santa Clara ayear before the events of autumn
2001."

L ocal Metropolitan Area Efforts

Some Cdifornia metropolitan areas have devel oped multi-jurisdictiona groups to address
the emerging terrorist and bioterrorist threets. The Los Angeles Task Force on Terrorism
(LATFOT), and the San Francisco Counter Terrorism Task Force (SFCTTF) are working
groups composed of police officers and intelligence andysts that seek to provide early
warning of terrorist threats. Threet andysis and credibility determination are parts of this
primarily law enforcement responsibility.

In addition, the Bay Area Terrorism Working Group (BATWG) and Los Angeles County
Terrorism Early Warning Group are designed to involve officids from law enforcement,
fire services, public hedth, locd governments, non-governmentd organizations, and
others. These groups provide a mechanism for members of different ssgments of the
response community to meet each other, interact regularly, and more effectively respond
to the bioterrorist threst.

FEDERAL AUTHORITIES

This section outlines the key federd assets available to Cdifornia during a response to
bioterrorism.

Office of Homeland Security (OHS)

The OHS, responsible for developing and coordinating a comprehensive nationd Strategy
to address the threet of terrorism, maintains a Speciad Advisor on State Security in
Sacramento to serve as liaison between the Assstant to the President for Homeland
Security and the Cdlifornia Governor.*® This advisor advises the Governor on
antiterrorism effortsin Cdiforniaand coordinates with locd and state agencies to fulfill
Cdifornia s antiterrorism needs.™®

18 California Research Bureau, California State Library



Nunn-L ugar-Domenici Domestic Prepar edness Program

The Defense Against Wegpons of Mass Destruction Act of 1996, or Nunn-Lugar-
Domenici amendment to the Nationd Defense Authorization Act for FY 97, caled for
the implementation of atraining program for first responders to ded with WMD terrorist
incidents® This program, generdly known as the Nunn-Lugar-Domenici Domestic
Preparedness Program, which commenced in 1997, provides first responders throughout
the nation—fire, police, emergency medica technicians, and others—with a series of
training exercises, courses, and equipment designed to help them to prepare for WMD
terrorist incidents. Training includes classroom overviews of WMD materids and
terrorism; chemical training functiond exercises; and biologica terrorism tabletop
EXercises.

The Department of Defense implemented this program until October 2000, when

program management and implementation authority was transferred to the Department of
Judtice in an effort to build more flexibility into the program. The Cdifornia cities that
have received Nunn-Lugar-Domenic funding are Anaheim, Bakersfield, Fremont,

Fresno, Glendale, Huntington Beach, Long Beach, Los Angeles, Modesto, Oakland,
Riversde, Sacramento, San Bernardino, San Diego, San Francisco, San Jose, Santa Ana,
and Stockton.

Centersfor Disease Control and Prevention (CDC)

The CDC serves as a consultant for Cdifornia's DHS aswell as for other related agencies
at both the state and local levels. Through programs such as the Epidemic Intdlligence
Service (EIS) Program and the Nationa Center for Health Statistics, the CDC provides
information and anadyses to state and local governments to help them devel op appropriate
policies and response guidelines. In addition, the CDC is charged with leading a
nationwide preparedness training and education program for state and local hedth care
providers, first responders, and governments. Since the anthrax letter attacksin fall 2001,
the CDC has committed to increasing its efforts to strengthen loca and state capacities to
ded with the growing threat of biologica terrorism.

Animportant e ement in the relationship between the CDC and Cadliforniaisthe CDC's
National Pharmaceutical Stockpile (NPS) Program. In the event of an outbresk of
disease—from terrorism or naturd causes—the Governor can make aforma request to
the Director of the CDC that medicines, vaccinations, and/or other NPS assets be sent.
Once requested, the CDC Director has the authority, in consultation with the Surgeon
Genera and the Secretary of Health and Human Services, to order the deployment of the
materids. If deployed, the materiads would be accompanied by CDC technicians, who
would serve in an advisory role to state or local authorities to ensure that that NPS assets
were put to prompt and effective use. Theoretically, as part of the aforementioned
training, the CDC would have dready informed state and loca officids of the important
issues they mugt plan for in order to receive NPS assets during such acriss. If the
federa government ships supplies from the NPS to alocd authority, that authority has
respongbility for unloading those supplies a the airport and transporting them to the
appropriate site.
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Federal Bureau of Investigation (FBI)

Asdiscussed above, the FBI is responsible for coordinating al aspects of the federd
response to an incident and is the lead federd agency for criss management. Loca FBI
WMD Coordinatorsin FBI Fidd Offices work with locd officids in this capacity.

Federal Emergency Management Agency (FEMA)

Asdiscussed above, FEMA isthe lead federa agency for consequence management.
FEMA servesin this cgpacity through itsregiona representation; Cdiforniaisin FEMA
Region IX.

NON-GOVERNMENTAL ORGANIZATIONS

In addition to the agencies and organizations described above, severa other entities have
roles in bioterrorism response. The San Diego County Medical Society developed a
“Primer on Bioterrorism” for physiciansin San Diego County. Such documents alow
front-line responders, such as primary care doctors, access to bioterrorism information.
Training courses, such as the Planned Response Exercises and Emergency Medica
Preparedness Training designed by the American Academy of Emergency Physicians,
offer classroom and functional coursework in bioterrorism response. Numerous such
training programs exist nationwide*?

In addition, the University of CdiforniaLos Angees (UCLA) Center for Public Hedlth
and Disagters has received a grant from the state to develop a curriculum for bioterrorism
training for hedlth care professonals. The program addresses physicians and dliniciansin
the field, the public hedth community, and others, in a public hedth curriculum. The
training is available through the Center’ sweb site?®* The Stanford Medica Center has
developed amodd bioterrorism response plan for hospitals that has two objectives - to
ensure the hedlth and proper trestment of the patient and to limit the potentid exposure of
medicd staff and facilities. This plan, which has generd applicability to any hospitd, is
updated frequently taking into account new developments at the CDC and input from
public hedth providers*

On the non-medica sde, the Center for Nonproliferation Studies (CNS) at the Monterey
Ingtitute of Internationd Studies has developed a database containing information from
worldwide sources on WMD terrorist events from 1900 to the present. This databaseis
probably the largest in the unclassfied environment. In addition, CNS researchers
perform advanced policy research on biological and chemica warfare and terrorism
issues, the findings of which have applications at dl levels of policymeking.>® The

RAND corporation, which possesses extremely advanced andytica capabilities,
published an important study on bioterrorisn® in 1989, and continuesitsinvolvement in
WMD terrorism studies as demonstrated by its recent publication of areport of direct
relevance to Cdifornia® Findly, the BW Working Group, organized by the Center for
International Security and Cooperation at Stanford University, possesses unsurpassed
knowledge of biologica warfare and terrorism in the San Francisco Bay region.?*
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ROLE SEQUENCING OVER TIME

This section describes and discusses the changing or evolving roles and respongbilities of
key agencies and organizations listed in the CTRP for preparedness, response during the
event itself, and the management of the event’ s consequences.

When reviewing theroles of the various agencies, organizations, and entitiesinvolved in
bioterrorism preparedness in Cdifornia, it is helpful to look at the timeline for response
for each of the key players. Having an understanding of how different roles overlgp is
critica to ongoing policymaking efforts. The government’s goa should be to minimize
unnecessary overlgp while building sufficient flexibility and redundancy into the system.

Although many plans exist for deding with WMD terrorist thregtsin California, agrest
dedl of loca and state preparedness efforts are biased towards chemicd/HAZMAT and
conventiond attacks. This predilection towards planning for certain types of incidents
may be partly the result of federad WMD preparedness planning and programs that reflect
gmilar biases. Perhaps because it is Smply easier to plan for managing
chemicd/HAZMAT and conventiond attacks, planning has focused primarily on them.

In such incidents, thereis an identifigble area that is affected, there is a sentingl event, or
“bang,” and the event has ardaively clear beginning and end. Although the use of
secondary devices may complicate the Situation, planning for these types of eventsis
comprehengble in that the event follows predictable patterns.

Planning for bioterrorism is not as straightforward. If the incident is perpetrated overtly,
it may have some of the same characteristics as amore traditional conventiona terrorist
or even chemicad incident. For example, an aerosol device placed in apublic area could
attract enough attention to determine that a bioterrorist incident had occurred. The
anthrax |etter attacks in fall 2001 are dso of this type—Ietters containing the pathogenic
spores arrived, announced that an attack was taking place, and identified the pathogen
involved. Given dl of the possble manifestations of bioterrorism, the anthrax |etters
were rddively easy to handle. With the exception of the sentind case of inhdation
anthrax diagnosed by a particularly observant doctor in Florida, these attacks, though
unprecedented, played out much like HAZMAT events.

A much more difficult and ominous potentid bioterrorist threet involves the covert
release of apathogen. Inthis case, thereisno “bang” and no identifying event. If the
delivery is successful, the attack will manifest as a disease outbreek, likdy aflu-like
syndrome or gastrointesting distress. At this point it is up to hedth care professondsto
determine that a bioterrorist incident has occurred by accurately diagnosing the agent,
having a high suspicion level for certain agpects of the disease outbreak, and suspecting
bioterrorism.

In order to understand these issues related to a covert attack, it is useful to examine the
response of the key players at each stage of the bioterrorist attack as outlined in Annex 5.
This discussion is diagrammed on the sequencing timeine in Annex 6. Before the
decison istaken to perpetrate a bioterrorist incident, every agency isresponsible for
mantaining its preparedness for an attack. This continues through the preparation stage
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prior to an attack and until casualties begin to gppear. This scenario assumes ardatively
high number of casudties. At this point, public hedth departments, hospitals, DHS, and
the Cdifornia Master Mutud Aid Agreement would be involved. Diagnosis of the
disease outbreak would require the participation of the public hedlth laboratory system
and possibly the CDC. Once the epidemiologicd investigation and/or diagnosis of a
gpecific disease highly corrdated to bioterrorism (see Annex 5) had determined the
etiology to be non-naturd, severa other agencies would become directly involved. The
FBI would coordinate the federa response to the crisis management aspects of the
incident; FEMA would coordinate the federal consequence management response; the
CSTswould be available for support; MMRS would be engaged; and DHS and public
health would continue to be involved. Throughout, OES would be working closdy with
al agendesinvolved, including the liaison to OHS, and EM SA would continue to
coordinate all EM S aspects of the medical response.

During the casudty presentation stage, in the event of the use of a contagious agent, it
might be necessary to quarantine people who might have been exposed. The operation
and enforcement of quarantine would require assistance from public hedlth and law
enforcement agencies, which would continue throughout the event. During this stage,
triage, trestment, and disposition of casudties would occur involving primarily public
health, DHS, and supporting agencies. Because medical records and tissue and blood
samples could possibly be evidence for the crimind prosecution of the perpetrators, chain
of custody of such potentia evidentiary meaterid would require law enforcement
involvement.

At the end of the event, at the point of resolution, the response would be scaled back to
pre-attack preparedness. Lessons from the response could provide vauable insght to
future planning efforts. Efforts to apprehend, convict, and incarcerate the perpetrators
would, of course, continue as long as necessary.

22 California Research Bureau, California State Library



RECOMMENDATIONSTO IMPROVE BIOTERRORISM
PREPAREDNESSIN CALIFORNIA

Thisfive-week study provides agtarting point for policymakers in understanding the
complexities of Caifornia’ s response to the bioterrorist threst. However, only alonger,
more in-depth sudy, utilizing a subgstantial number of primary-source interviews, can
provide abasis for asolid analyss and assessment of the nature, extent, and effectiveness
of Cdifornia s response, aswell as an easily accessble list of the many public and

private sources of anti-terroriam training. The State should consider undertaking such a
study, which could be carried out over an eght- to12-month period, as follow-on to this
initid effort.

Based on this sudy’ s analysis of the SEMS, CTRP, and agency responsibilities, two sets
of recommendations emerge pertaining to response planning and long-term study of
bioterrorism.

BIOTERRORISM RESPONSE PLANNING

Theimplications for emergency planning and response would be similar, whether the
etiology of abiologica event was an infected airplane passenger arriving at LAX or SFO
from Africaor Adaand carrying exotic pathogens, terrorists wielding biologica

wegpons, a disgruntled microbiologist retdiating againgt her or his employer for an
dleged wrong, criminds attempting to extort money from a company by threstening or
effecting product tampering using pathogens or toxins, or a human infected with a
contagious virus circulatiing among riders of an underground railway. Further, the
management of the emergency brought about by a biologica event will be much the
same, whatever its etiology. Whether alarge number of pathogens were brought into the
gate by an infected individual, escaped alaboratory by accident, or were ddliberately
transported to a selected Site by terrorists and dispersed there, would makelittle practica
difference to the hedlth providers and the EMDs who receive the ondaught of sick
vicims. In each ingtance they would have to treat casudties dong empiricd lines until a
tentative diagnos's could be made, a which time trestment could be made more specific.
Soon after the extent of the biological emergency becomes clear, public hedth officids
would undoubtedly begin their work to identify the causative agent; attempt to limit its
Soread by indtituting public health measures, including quarantine if the suspected agent

is contagious, protect the affected and nearby population by, as appropriate, antibiotic
therapy, vaccination, decontamination, the provision of persona protection gear, and
evacuation; and, eventudly, to restore conditions to what they were before the event
occurred. Thisbeing the Stuation, it would be best to dedl with every szeable disease
outbreak as a public health event, to be addressed by preplanned medica and public
hedlth measures. If the biologica event under consideration was an epizootic or plant
disease outbreak, the same consderations apply, except that preplanning would be done
by veterinarians or plant pathol ogists and people with expertise in these disciplines would
be the first responders.

The CTRPIs, asits name suggests, a plan to address the threst of terrorists armed with
WMD. However, because of their obvious characterigtics, nuclear and chemicd terrorist
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attacks would without doubt be quickly recognized for what they are. Thisis not
necessarily so with abiological terrorigt attack. Of course, afuture bioterrorist attack
might be similar to those carried out in September and October 2001 with letters carrying
anthrax spores, in which case it would be dmost immediately identified as such, and the
police would be derted. Or, an aerosol atack utilizing Bacillus anthracis spores might
be mounted, in which case it would be quickly recognized as aterrorist attack. However,
it ismore likely thet future biologica atacks will utilize food-borne or beverage-borne
pathogens, or an individud infected with a contagious virus, in which caseits etiology
probably would not be immediately recognized. In view of these posshilities, thereisa
need for the state of Californiato build on the basis provided by the CTRP in two ways.
Fird, thereis aneed for SSCOT, augmented as needed by expertise from the public and
private sectors, to draft anew annex to the State Emergency Plan cdlled “ Cdlifornia
Response Plan to Crimind Use of Pathogens.” By using the term “crimind,” we
recognize that biological mayhem may be caused by persons who have matives other
than those commonly ascribed to terrorigts, for example, a person or persons may employ
biological wegpons for economic reasons, to extract revenge againg rivals, or for
demented purposes. And as we stress throughout this report, this response plan should
have well-devel oped sections on responding to biologica attacks againgt human, animd,
and plant populations.

Second, there is a need to recognize the possibility of terrorist events affecting public
hedth in Cdifornia In other words, in its attempts to secure an adequate leve of public
hedth in Cdifornia, DHS must take into account the threet of bioterrorism. According to
the Health and Safety Code § 120125, DHS is “required to determine causes, incidence,
and distribution of communicable diseases in human and domestic animals which affect
the public hedth.” 1t adopts and enforces rules and regulations for such purposes
according to Health and Safety Code 8§ 100275. Under these statutes, DHS certainly has
the respongibility for planning to meet the threat of bioterrorism, which could employ
communicable diseases in such ways as to negatively affect public hedth in Cdiforna
However, it is difficult to comment on this subject at the present time since DHS is taking
actioninthisarea. On January 7, 2002, DHS held public hearings on the subject of
“Disease Reporting to Assess Potentia Bioterrorist Events.”* It is sufficient to note that,
for reasons explained above, public hedth planning to address the consequences of an
infectious disease outbresk ought to include provisons that would guide actions of hedth
providers and public hedth officids should the event prove to be the result of terrorist or
crimind action. For example, doctors, nurses, and public hedth investigators usually do
not concern themselves with such matters as gathering evidence, maintaining a proper
chain of custody for evidentia materids, making records of possible crimind activity,

etc. While they might be reluctant to take on these tasks, given the tension that often
exigts between police and EMD staff, these kinds of activities have become necessary due
to the heightened probability that microbiology will be used for illicit purposes,

LONG-TERM STUDY OF BIOTERRORISM

In thistime of heightened concern abouit terrorism, California appears to have many
vulnerabilities that could be taken advantage of by terrorigts. In addition, its
biotechnology industry is second to none in the world, which means that knowledge and
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expertise of possible relevance to biologica weapons and terrorism is readily available in
Cdifornia. These ingredients, as well as others that need not be mentioned here, call for
a better understanding of the risks relevant to the crimina and terrorist use of pathogens
and toxins. Therefore, Cdifornia should act quickly to establish a Center for
Bioterrorism and Public Hedlth Research (CBPHR).

Two centers smilar to the one proposed here dready exist in the U.S,; the Center for the
Study of Bioterrorism and Emerging Infections at the Saint Louis University School of
Public Hedth, S. Louis, Missouri,** and the Center for Civilian Biodefense Strategies at
the School of Hygiene and Public Hedlth, Johns Hopkins Univergty in Batimore,
Maryland.®? In addition, anew Center on Bioterrorism is about to be established in New
York.** Aswith the New York center, pilot funding for its establishment can be sought
from indigenous foundations and industry. If well developed, center administrators could
approach federal agencies for larger amounts of money to pay for projects. Itiscritica
that Cdifornia s government and leadership utilize the vast resources available in the
academic and non-governmenta organization (NGO) communities for understanding and
responding to bioterrorism.

The CBPHR should not duplicate the activities of other centers; rather, it would
concentrate on terrorism and infectious disease issues of importance to Cdiforniaand, by
extengon, the Pacific Rim. Due to the importance of agriculture to Cdifornia (and the
U.S.), the CBPHR should expend at least 50 percent of its efforts on anima and plant
diseases, something the other centers are not doing. In generd, we would hope that the
CBPHR would take the following responsibilities act as aresource to SSCOT and, if
need be, S-TAC,; act as aliaison between the state agencies and the State' s private
medicd inditutions, schools of public hedth, veterinary schools, and medica schools;
serve as aliason between Cdiforniainditutions and indtitutions in neighboring states
and nations, st up consultative bodies in human, animal, and plant hedth that could be
assembled and trangported to any site within the State experiencing a disease outbresk
within three hours; perform strategic assessments of the stat€’ s medica, public hedth,
veterinary, and plant pathology resources to meet biological attacks; and perform
drategic assessments of the state’ s vulnerabilities and how to diminate or diminish them,
and carry out directed projects to address specia problems or Situations.

Cdlifornia Research Bureau, California State Library 25



26

California Research Bureau, California State Library



ACKNOWLEDGEMENT

The authors give specid thanksto Mr. Tim Ballard, Research Associate at the Monterey
Ingtitute, for providing superb research ass stance throughout this project.

Cdlifornia Research Bureau, California State Library

27



28

California Research Bureau, California State Library



ANNEX 1

CALIFORNIA TERRORISM RESPONSE PLAN:

Purpose, Scope, and Objectives (as Shown on Page 1 of the Plan, Available From
http:/mww.oes.ca.gov) and Organizational Chart

Purpose

The purpose of this plan isto support the State of California s public policy of preparing
for, and responding to, any and dl threets to the safety of its citizens. The specific focus
of thisplan is to address potentid and actud terrorist events. 1t augments Cdifornia’s
State Emergency Plan (SEP) which guides California s overdl preparation for and
response to emergencies and disasters. State and local agencies can use this document to
assid them in ther planning activities.

Scope

This plan provides direction to state agencies and loca governments within Cdifornia
involved in protecting public safety, and preparing for and responding to terrorist events.
It isintended as reference information for federal agencies and isintended to clarify the
roles and relaionships of agencies at the state and federd levels of government in dedling
with the threat or actua occurrence of terrorist eventsin Cdifornia

Objectives

The objectives of this plan are to:

1. Provide avehicle for establishing and maintaining a current and redigtic
assessment of the potentia threet of terrorism in Cdifornia

2. Outlinetheroles, responghilities, and capabilities of state and federa agenciesin
preparing for and responding to terrorist events.

3. Provide planning, response, and recovery guidance which is consstent with
Cdifornia’ s Standardized Emergency Management System (SEMS) and the
President’ s policy on terrorism (Presidentid Decision Directive-39).

4. Provide abasisfor identifying needed training of personne and exercising of
locdl, sate, and federa capabilities for responding to terrorist events.
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Organizational Diagram of Key Bioterrorid Response Agendes
Federd Leed for Criss Management: .
Federd |ead for consequence mgt: ‘

Linesindicate authority;
broken lines represant
support; and dotted lines
show coordination. * Others
denotes NGOs, and smilar
entitiesthat can provide
assdanceto any agency at
anytime.
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ANNEX 2

FOUR CASESOF BioLOGICAL TERRORISM

A search of the Monterey WMD Terrorism database revealed that out of 383 incidentsin
which biologicd, chemicd, nuclear, or radiologica agents were used by criminas or
terrorists during the time 1900- present, only 77 biologica “events’ (i.e., episodes
involving the ddliberate use of abiological agent to harm people) were perpetrated. Of
these, just five generated more than ten casudties. Four of these cases have relevance to
this report.

Bioterrorigt attacks have been mounted by: (1) the Rgneesh cult in 1984; (2) the Aum
Shinrikyo cult during 1993-1995 in Jgpan; (3) an individua who attacked a laboratory in
Texasin 1996; and (4) unknown perpetrator(s) who in September and October 2001 sent
letters containing Bacillus anthracis spores. A synopsis of each is presented here.

The Rajneeshees

A religious cult led by the Bhagwan Shree Rgineesh and originating in India atracted
thousands of adherents throughout Europe and the U.S. in the 1970s. 1n 1981, the cult
purchased a property adjacent to the town of The Ddles, the county seat of Wasco
County, Oregon. Asit grew, the cult transgressed both state and county land-use laws
and in generd antagonized the population of Wasco County. 1n order to create a more
favorable lega and politica environment for itsdlf, the cult’ s leadership decided to try to
take control of the Wasco County commission in the November 1984 dection. Sincethis
could not be done by legitimate means, the cult’s local leader, Ma Anand Shedla, decided
to sicken Wasco County voters so they would be unable to vote. One of Sheda's
underlings, Ma Anand Puja, aregistered nurse, learned sufficient bacteriology to redize
Shedd sidea. She purchased a seed culture of Salmonella enterica serotype
typhimurium, acommon cause of food poisoning, and propagated this pathogen in a
[aboratory set up for this purpose. In September 1984, cult members contaminated the
sdad bars of ten restaurants and one supermarket with their Salmonella concoction,
which caused 751 persons to becomeill; of which 45 required hospitdization.** The
outbreak ended October 1, 1984. It was the largest Salmonella-caused outbreak in
Oregon’s higtory. Initidly, Oregon public hedth officias believed the outbresk to have
had anaturd etiology;*® it was not until about ayear later that a Rajneeshees member
confessed its true cause.

The Aum Shinrikyo Cult

The Aum Shinrikyo cult was founded in 1987 by Shoko Asahara. Its membership grew
rapidly, reaching over 40,000 by 1995. Among its members were highly trained
scientific and technica people, including molecular biologists, chemigts, and physicians.

It became wealthy because members donated vast amounts of money to it; in addition,
the cult operated awide variety of businesses. Edtimates of how much it was worth vary,
but in its heyday it might have been as much as $1 hillion*®
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While the Aum Shinrikyo is most infamous because of its sarin attack on the Tokyo
subway, its violent activities predate this event. Its leader, Shoko Asahara, was

fascinated by both chemica and biological wegpons. In fact, the cult’s scientists

produced and used itsfirst biologica weapon, which was based on botulinum toxin, in
1990. 1n 1993, it expanded its biologica arsend by acquiring wegpons based on Bacillus
anthracis. All indl, between 1990 and 1995, the cult carried out 20 chemica and
biologicd attacksin various cities in Japan; of these, six used botulinum toxin and four
used B. anthracis.

The firg attack occurred in April 1990. Aum membersrigged up atruck so it contained a
Spraying system in the rear compartment. This truck was driven around the government
office quarter of Kasumigaseki, headquarter buildings of severd rdigious groups, and the
U.S. Navy base in Y okosuka while a solution containing botulinum toxin was dispersed.
No casudtiesresulted. During the summer of 1993, the cult used three sprayer-equipped
trucks to disseminate B. anthracis while driving around the Diet building, Imperid

Paace, and the Tokyo tower. Aswith its other attempts a waging bioterrorism, the Aum
Shinrikyo failed.

It isill not entirdy clear why Aum'’s biological wegpons did not work. Evidence
presented at the trials of Aum membersindicate that Aum’s scientists had secured astrain
of Clostridium botulinum that did not produce botulinum toxin and a non-virulent srain
of B. anthracis. There were dso problems with the mechanisms used to disperse these
agents.®” If thisevidenceis correct, it can be seen that the fallure of the Aum Shinrikyo's
biologica attacks was not dueto alack of will by the cult’ s leadership, but to technical
barriers. Itisinteresting to note that the Aum Shinrikyo was unable to overcome these
technica barriers despite having members with advanced training in the biologicd
sciences who worked in well-furbished, well-equipped |aboratories.

It bears mentioning that in the chemical area, the cult mounted &t least ten attacks. Thus,
they used sarin on five occasions, VX on three, and hydrogen cyanide on two. Of the
Aum’s chemica weapons attacks, two were serious in terms of generating casualties.
The first was directed againgt a judge who was believed to be ready to act against Aum
interestsin aland dispute. In June 1994, Aum operatives released sarin from arented
truck as it was driving by a building where the judge was working. Seven persons were
killed by the gas and an additiona 150 people, including the judge, were injured.®

The second attack generated mass casudties. Members of the Aum Shinrikyo cult had
placed packages containing sarin nerve gas on five subway railroad cars belonging to
three separate lines during morning rush hour. The cult operatives were ordered to affect
the release of the gas at a subway convergence point beneath Japanese government
minigry offices. Eventually, the attack caused over 5,000 persons to seek medical
attention; of these, 12 died.

Biological Event in Dallas, Texas

On October 29, 1996, between the night and morning shifts, someone placed doughnuts
and muffinsin the employee break room of the St. Paul Medica Center in Dallas, Texas.
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Shortly theresfter, an anonymous email was sent to employees of the center’ slaboratory
from an unoccupied supervisor’ s office, informing them of the availability of these
pastries. Of the 45 laboratory workers who received this message, 12 ate &t least part of
one pastry. All of them contracted severe gastrointestind disease, which was found to
have been caused by the food-borne pathogen Shigella dysenteriae Type 2. Infour
vicims, the disease was sufficiently virulent to require hospitdization, but there were no
fatdities®

Approximately two years later, on September 11, 1998, aformer laboratory employee,
Diane Thompson, pleaded guilty to four felony counts of tampering with consumer
products and received four concurrent 20-year prison terms. When she tetified in her
own defense, Thompson was unable to explain why she committed the crime, but other
signs pointed to her wanting to sicken her former boyfriend.*°

The origin of the pathogen used to contaminate the pastries was the laboratory itself. The
laboratory had alow-temperature storage system for microorganisms used as reference
cultures and for qudity control. There was no specid security system in place to protect
stored cultures, so it was easy for unauthorized persons to gain access to them.

L ettersLaden with Bacillus anthracis Spor es, September — October 2001

An unknown person or group mailed seven letters containing Bacillus anthracis sporesto
various media people and politicians on September 18 and October 9, 2001. Spores
leaking from the envelopes or dispersed by the act of opening them caused 22 cases of
anthrax, of which five persons died. While the method chosen by the perpetrator(s) for
dispersing the poresiis primitive and inefficient in terms of generating mass casudties,

the use of finey milled spores as payload indicates that the perpetrator(s) possess a rather
high leve of microbiologica competence. Since neither the intent nor the perpetrator(s)
of these attacksis known, it isimpossible to foretell if more attacks of the same type are
inthe offing. More ominoudy, it would not take much additiond effort for the
perpetrator(s) to mount an aerosol attack using the spores he or they obvioudy possess; if
this was done, mass casudties would dmost certainly ensue.
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ANNEX 3

GLOSSARY

Aerosol—a sugpension of findly divided liquid or solid particles suspended in a gaseous
medium such as mig, fog, and smoke. Aerosols are important means of
disseminating biological and chemica warfare agents over alarge area.

Bacteria—these are one-cdled organiams lacking a nucleus and having aplasma
membrane cdll wal. Bacteria can be aerobes or anaerobes; only asmall
percentage of bacteria are pathogenic. They sore most of their DNA in onelong
looping molecule (chromasome), but can aso contain plasmids, which are small,
circular, double-stranded DNA molecules that replicate independently from their
host.

Biosecurity—activities desgned to secure for humans, animals and plants freedom from
possible hazards attending biologica activities, such as research, developmernt,
testing and applications, measures taken by governments to guard againgt damage
that may be brought about by accidenta or intentiona exposure to biologica
agents or toxins.

Biotechnology—a collection of processes and techniques that involves the use of living
organisms, or substances from those organisms, to make or modify products from
raw materids for agricultura, industrid, or medica purposes.

Bioterrorism—the use of pathogens or toxins againgt human, animd, or plant populaions
by aterrorist group to achieve paliticd, socid, or religiousams. Biocrimindity
involves the use of pathogens or toxins by an individua or group to attack human,
animd, or plant populations for reasons of greed, blackmail, revenge, or other
gpolitical motives.

Capability—the ahility to produce or apply a particular set of scientific techniques or
technologies.

Contagion—the transmission of a disease by direct or indirect contact.
Culture—the growth of cdlls or microorganismsin a controlled artificid environment.

Database—a collection of data, defined for one or more gpplications, which is physcaly
located and maintained within one or more dectronic computers.

Deve opment—progressive advance from alower or smpler to ahigher or more complex
form; the process of gpplying scientific and technica knowledge to the practica
redlization or enhancement of a specific product or capability.
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Hazard—the likelihood that an agent or substance will cause immediate or short-term
adverse effects or injury under ordinary circumstances of use.

HEPA (High Efficiency Particulate Air) filters—the highest efficiency filters readily
available on the open market and used in the aerospace, biomedical, dectronic,
and nuclear fidds. By definition, HEPA filters must capture 99.97% of
contaminants at 0.3 micronsin Sze.

Infection—the invasion and settling of a pathogen within a hog.

Infectious—capable of causing infection; spreading or capable of spreading to others.

Microorganism—amicroscopic living entity, including bacteria, fungi, protozoa, and
Viruses.

Molecular epidemiology—afield of scientific study that uses the techniques of molecular
biology to identify microorganisms responsible for causing diseases, determine
their physical sources, and clarify their routes of transmisson.

Morbidity—the relative incidence of disease.

Pathogen—an organism that causes disease.

Pathogenic—causing or capable of causing disease.

Risk—the probability of injury, disease or degth for persons or groups of persons
undertaking certain activities or exposed to hazardous substances. Risk is
sometimes expressed in numeric terms (in fractions) or quditative terms (Iow,
moderate or high).

Safe—not threatened by danger, or freed from harm, injury, or risk.

Security—being secure from danger; freedom from fear and anxiety; measures taken by
governments to guard againgt espionage, sabotage, and surprises.

Technology—the scientific and technical information, coupled with know-how, thet is
used to design, produce and manufacture products or generate data.

Threst—an indication of something impending and usudly undesirable or dangerous,
something that by its very nature or relaion to another threatens the welfare of the
atter.

Toxicity—the quality of being poisonous or the degree to which a substance is poisonous.

Toxicology—the scientific discipline concerned with the study of toxic chemicals and
their effects on living sysems.
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Toxin—toxic organic chemica produced by living organisms, including bacteria, fungi,
plants, insects, and mammals, and capable of inducing antibody formation. The
most toxic toxins are proteins of bacteria origin. Asaresult of advancesin
biotechnology, some protein toxins can be produced by appropriately engineered
indudtrid strains of bacteriain culture. In the future, it should be possible to use
peptide synthesis to synthesi ze nonprotei naceous toxins and their anaogs.
Toxins are sometimes cdled “mid-spectrum” agents, which suggests that they are
classfied as something between living organisms and chemical agents.

Toxinology—the study of toxic substances produced by or accumulated in living
organisms, their properties and their biologica sgnificance for the organisms
involved. Toxinology therefore covers venoms and poisons produced by animals,
plants, fungi and bacteria.

Virus—avirus particle after it has entered a host cell and has subverted or isin the
process of subverting that cdl’ s genetic mechanism to ensure its replication.

Warhead—the part of abomb, missle or shdll that houses the explosive charge, or in the
case of biologica or chemica wegpons, the pathogenic or toxic agent.

Wegponize—the process of developing a pathogen or toxin to the point where it becomes
suitable for use in awegpons system.

Weapons of Mass Destruction (WMD)—generally, awegpon that causes casudties
and/or physica damage vastly in excess of that brought about by a conventiona
weapon; biologica, chemica, and nuclear wegpons are usualy described as
WMDs. In Cdifornia, as defined in the CTRP, “any wegpon involving a disease
organism” isaWMD.

Cdlifornia Research Bureau, California State Library

37



California Research Bureau, California State Library



ANNEX 4

CRITICAL BioLoGICAL AGENTSASLISTED BY THE CDC#

Category A

The U.S. public hedth system and primary hedlthcare providers must be prepared to
address varied biologica agents, including pathogens that are rarely seen in the United
States. High-priority agents include organisms that pose arisk to national security

because they:

can be easly disseminated or transmitted person-to-person;
cause high mortdity, with potentia for mgjor public hedth impact;
might cause public panic and socid disruption; and

require special action for public hedth preparedness.

Category A agentsinclude:

Category B

variolamgor (smallpox);

Bacillus anthracis (anthrax);

Yersinia pestis (plague);

Clostridium botulinum toxin (botulism);

Francisdla tularensis (tularemia);

filoviruses.
Ebola hemorrhagic fever;
Marburg hemorrhagic fever; and
arenaviruses,

Lassa (Lassafever); and

Junin (Argentine hemorrhagic fever) and related viruses.

Second highest priority agents include those that:

are moderately easy to disseminate;

cause moderate morbidity and low mortdity; and
require specific enhancements of CDC' s diagnostic capacity and

enhanced disease surveillance,
Category B agentsinclude:

Coxiella burnettii (Q fever);
Brucella species (brucelloss);
Burkholderia mallei (glanders);
Alphaviruses,
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Venezudan encephdomydltis,

eastern and western equine encephdomyditis,
ricin toxin from Ricinus communis (castor beans);
epslontoxin of Clostridium perfringens; and
Saphyl ococcus enterotoxin B.

A subset of List B agents includes pathogens that are food or water-borne. These
pathogens include but are not limited to:

Salmonella species,

Shigella dysenteriae;

Escherichia coli O157:H7;

Vibrio cholerae; and

Cryptosporidium parvum.
Category C

Third highest priority agents include emerging pathogens that could be engineered for
mass dissemination because of:

availability;
ease of production and dissemination; and
potential for high morbidity and mortality and magor health impact.

Category C agentsinclude:
Nipah virus,
Hantaviruses,
tickborne hemorrhagic fever viruses,
tickborne encephalitis viruses,
ydlow fever; and
multidrug- resistant tuberculosis.

Preparedness for List C agents requires ongoing research to improve disease detection,
diagnosis, trestment, and prevention. Knowing in advance which newly emergent
pathogens might be employed by terroristsis not possible; therefore, linking bioterrorism
preparedness efforts with ongoing disease surveillance and outbreak response activities as
defined in CDC' s emerging infectious disease strategy isimperdive.
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ANNEX 5

STAGESOF A BIOTERRORIST ATTACK

The andyss of the four events described in Annex 2 indicates that a biologica event
comprises Sx overlgpping sages. (1) Preparatory Stage, (2) Attack Stage, (3) Casudty
Presentation Stage, (4) Quarantine Stage (if the pathogen in question is contagious), (5)
Triage, Treatment, and Disposition Stage, and (6) Resolution Stage. The last stage
includes Epidemiologica Investigation and, if the event was ddiberately caused, Police
Investigation. Although the targets of the four known bioterrorism events were humans,
abiologica attack againgt anima or plant populations would comprise Smilar stages. A
discussion of each stage follows.

Preparatory Stage

The Preparatory Stage is when aterrorist has decided on acquiring a biological weapon
and usng it againg atarget population. Acquiring an effective biologica wegpon and
carying out a successful biologica attack requires four vital steps. Theterrorist must:
(1) secure aculture of a suitable pathogen or a quantity of toxin; (2) develop an
appropriate “formulation;” i.e., acombination of the pathogen or toxin and the subgtrate
inwhichit is suspended or dissolved; (3) obtain an appropriate container to safely store
and transport the formulation; and (4) apply an efficient mechanism to disperse the
pathogens or toxins over or onto the target population. In addition, if the BW agent isto
be ddlivered by aerosol, afifth step is essentia, namely the terrorist must disperse the
aerosol formulation when favorable meteorologica conditions exidt. If the terrorist has
been able to take these four or five vita steps, the likelihood of him being able to mount a
successtul attack is high. The Preparatory Stage ends with the deployment of the
biologica wegpon to the Site of the planned attack.

Attack Stage

During the attack stage, the terrorist activates the deployed biologica weapon. The
biologica weapon could be armed with elther a non-contagious or contagious agent. In
regards to a non-contagious agent, if the am isto generate mass casudties anong
humans, the most effective approach isfor the terrorist to disperse the pathogen or toxin
either asan aerosol or in food or beverages that will be consumed by large numbers of

people.

If the crimina chooses to employ a contagious pathogen in an atack againgt humans, he
would be most likely to select one of the pathogens that have been designated by the
CDC as Category A agents (see Annex 4). The contagious viruses on that list include the
smdlpox virus, severd filoviruses, and the Lassafever virus. The only contagious
bacteria speciesontheligt is Yersinia pestis. Since'Y. pestis is not very contagious, one
of the listed viruses would be more likely to be utilized by the crimind. Initiating an
epidemic within the target population with a contagious virus would not be difficult,
especidly if the population is susceptible to the selected pathogen. The easiest method
probably isfor the attacker to use the biologica equivaent of a suicide bomber; i.e, a
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person who has been ddliberately infected with a contagious agent and dispatched to the
target population before disease symptoms appear (thisis called the prodromal phase of
disease). In many vird diseases, induding influenza, the infected individua is more
contagious in the prodromal state than after disease symptoms have appeared. With other
viral diseases, the person must be showing signs of the disease before he or sheisadleto
infect others. For example, a person &fflicted with smallpox is not contagious until arash

appears.

Police, hedth providers, and public hedth professionads most likely would be unaware
that an attack istaking place asit occurs. Thefirst they would know about it would be
when victims begin presenting themselves, which is the next sage.

If the terrorist was targeting animas or plants, the mode of attack inevitably would
involve contagous pathogens. As such, the methods used to disperse them most likely
would berdatively smple. Without going into detail here how this might be done,
initiating an epizootic of foot-and-mouth disease in herds of cattle or rice blast amnong

rice paddies in the Sacramento deltawould not be difficult, and would be likely to cause
enormous economic damage to the state. The visud manifetations of such attacks would
probably not be apparent to state veterinarians or plant pathologists until some days or
weeks after the attacks had taken place.

Casualty Presentation Stage

Thefirst Sgn that abiologica attack has occurred againgt a human population will
probably be that many sick people present themsalvesto physiciansand EMDs. This
may occur proximd to the site where the attack took place or, if the attack was mounted
againg an underground railroad station or airport, affected persons may show up at
widely dispersed hedth providers. The longer the incubeation period for the agent used in
the attack, the more dispersed will beitsvictims.

In agriculture, the first Sgns of abiologica attack would be when farmers noticed alarge
number of sick animals or crop fields showing obvious damage such as leaves wilting. |If
there was the near- smultaneous gppearance of disease in severa, separate feed lots or
crop fidds, a tentative concluson could be made that it was deliberately initiated.

Quarantine

The issue of quarantine comes up for consideration whenever hedth providers ded with a
patient infected, or believed to be infected, with contagious pathogens. If a contagious
pathogen was used in abiologicd attack, it certainly would bring about a more
complicated and dangerous situation for first responders, EMDs, hedlth providers, and
public hedlth professionds than would a non-contagious pathogen. The difficulties

would accrue from the very first moment of the disease outbresk caused by the
contagious pathogen. When thefirgt ill persons present themselves to EMDs and
persona physicians, the staff members who do the initid medicd evauations and
adminigrative functions are likely to unknowingly contract the causative pathogen. So
would the physician who does the initid evauation of ill persons. If theinitid evauation
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is done by physicians having a high index of suspicion and theillnessis tentatively
diagnosed at an early stage as being contagious, the question that must be immediately
answered iswhat to do with theill persons. From our research it has become clear that
the largest and best equipped EMDs usudly have one, a the most two, rooms where a
patient can be completely isolated; i.e., the room can be sedled off from the rest of the
EMD, it has negative air pressure (air from the isolation room does not flow to the open
environment without first having been filtered), and its air handling apparatus is equipped
with HEPA filters. Of course, the parent hospitals of EMDs have regular rooms that
quickly can be adapted for isolation use, but when thisis done the specidized equipment
required for this purposeisrapidly depleted. In view of these universaly limited
resources, were a sizeable outbreak to take place in the U.S., isolation rooms &t the locdl
level would befilled, then overfilled, dmost immediately.

In agriculture, quarantine would have to be indtituted immediately upon alarge-scae
anima or plant disease outbresk being noticed. The procedures aready developed by the
agricultural agencies for dedling with infectious disease outbresk of natura etiology, such
as destroying animas and burning crops, would have to be initiated to contain damage.

Triage, Treatment, and Disposition Stage

Triageisdefined as“...the sorting of and dlocation of trestment to patients and
especidly battle and disaster victims according to a system of priorities designed to
meaximize the number of survivors”#? EMD physiciansin particular must be prepared to
perform triage in cases where large numbers of sick persons present themsalves and
resources to treat them are limited. Usudly, the physician who performstheinitiad
evauation of sick personswill have to decide on one out of three courses of action for
eech individud. If the person being evauated is dightly injured or not so sick, treatment
for this person will be ddayed or he or she will berapidly evacuated. Alternaively, if
the person is moribund, he or she will be made comfortable, but denied scarce resources.
A person who is severely injured or very sick, but has agood chance of survivd if
accorded rapid treatment, will be given firgt cal on medicines and services.

Before treetment is given to avictim of abiologica event, hedth providerswill have to
ask themselves whether it isfirst necessary to decontaminate that person. Unlike victims
of chemicd events, in most cases no decontamination will be necessary beyond disrobing
the victim and washing exposed areas of the body with soap and water. The reason why
thisis 0 isthat most pathogens and toxins (with the exception of the rare mycotoxin) are
not dermally active or volaile. Also, since victims of biologicd attacks most likely have
changed clothing during the intervening time between exposure and the appearance of
ggns of sckness (incubation time), and taken showers or baths as well, there is not likely
to be anything to decontaminate. However, if the biologica attack has been carried out
with a contagious pathogen, the problem of how to protect hedlth providers from
contagion remains.

The ability of loca hedlth providers to effectively manage the aftermath of a biologica
event depends in the firgt ingtance on the number of patients that will present themsalves
for trestment and within what period of time the presentations will take place. There are
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very few hospitals and EMDs in the United States that are in a position to receive, tredt,
and dispose of over afew hundred victims of abiologica atack who present themselves
over aperiod of one or two days. If the victims numbered more than 1,000, probably no
single hedth care facility anywhere could handle the load. There just would not be a
aufficient supply of antibiotics, antidotes, and critica care equipment, such as ventilators
and respirators, on hand to treat So many persons. This being the Stuation, mogt victims
would either have to be transferred to nearby hedth care facilities, thereby spreading the
treatment burden, or they would have to be housed in temporary facilities and wait for
new medica supplies and equipment to arrive from stores esewhere. The efficient
carrying out of ether approach demands a high degree of coordination between local,
date, and federa authorities.

In agriculture, there is of course no need for triage or trestment. Asfor dispostion, there
might be a need to dispose of alarge number of carcasses of killed animas. This
unpleasant task has in the past proven to be difficult because it places considerable
psychologicad strain on those who must move and burn the carcasses. At the sametime,
steps must be taken to make certain that none of the infectious pathogens escape the area
affected by the disease outbreak. The assistance of the Nationa Guard for these tasks
would most likely be necessary. The burning of infected crops would not be so
strenuous, but care must be taken so that spores from the infective pathogen (if afungus)
are not aerosolized by drafts or eddies crested by flames.

Resolution Stage

During the resolution stage, the biological event terminates or is controlled. Thus,

victims of abiological accident or attack recover or are buried, the lives of hedith
providers and public hedlth professonas return to norma, medicines and expendable
supplies are replenished, and the society in generd heds from the injuries and insults that
the event brought about. For the purpose of this report, this stage need not be considered
except for epidemiologica investigation that inevitably will be carried out during this

time. Further, if thisinvedtigation indicates or demondrates that the biologicd event was
deliberately caused, a police investigation would ensue.

A bioterrorist attack will be resolved in one of three ways. Firg, if it were afood-borne
or beverage-borne attack, which usudly are sdlf-limiting, its resolution could depend on
the removal, or complete consumption, of the contaminated food or beverage. Thismight
be done in the course of normd activities, for example, the contaminated food is
consumed so none remains to infect more persons than those unlucky enough to have
partaken of the origind potion, or the dishes containing food remnants are washed and
their contents flushed away. As nothing remains of the contaminant, no new illnesses

will occur and the outbreak ends as sick people recover. An outbresk that ends thisway
islikely to be deemed as having had a natura etiology by public hedth professonds.
Second, a contaminated food or beverage might be diluted to such an extent that its
pathogen or toxin load is no longer sufficient to infect persons or naturd forces bregk
down the contaminant so it is no longer viable or toxic. The outbreak ends as described
above and its etiology probably will aso be deemed to have been natural. Third, an
epidemiologica investigation generates findings that reved the etiology of the outbresk
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and this knowledge is used to destroy or decontaminate the source of the infectious or
toxic materid. Oncethisis done, the outbreak ends as described above. An outbreak
that ends thisway probably will be investigated and, if S0, the investigation has ahigh
posshility of reveding that it was ddliberately caused.

In the United States, locd and state hedlth departments have responsibility for carrying
out epidemiologica investigations. Mogt states employ a state epidemiologist to direct
such efforts; these directors are assisted by epidemiologists who staff county hedth
departments. If problems arise that are too complex or difficult for sate and loca hedlth
departments to handle, or if they would like to confirm the vaidity of their findings, they
can cdl on help from the CDC.

One cavesat should be made to the analysis above. It could be very difficult to discern
whether abiologicd attack has taken place if the attacker uses a food- borne pathogen.
Were an outbreak caused by afood-borne or beverage-borne pathogen to occur, the
tendency of public hedth investigators would be to believe that the outbresk had a natura
etiology. The history of deliberately caused biological eventsisindicative. Although
there have been very few such incidents, as described above, the largest in terms of
causing casudties resulted from the deliberate contamination in 1984 of Oregon sdad
bars by members of the Rgjneeshees cult, which caused 751 personsto contract
gastrointestinal disease. However, theinitid investigation performed by the local hedlth
department determined that it had anaturd etiology. It was not until some months after
the investigation’ s conclusion that a Rgineeshees member confessed hisinvolvement in
the biologicd attack. If he had not done so, the outbreak probably would till be recorded
asanaturd event. The lesson hereisthat despite the U.S. possessing sophisticated
cgpatilitiesin reference to the performance of epidemiologica investigations at the loca
and federd levels, abiologica attack may go undetected because its manifestations
cannot be distinguished from outbresks having a natura origin or the resulting outhbresk
is never fully investigated because investigators are biased from the beginning and decide
without further ado that it has anaturd etiology.

The stuation is Smilar when congdering animd and plant diseases. There are hundreds
of disease outbregks every year affecting U.S. anima and plant populations and no one
can guarantee that dl of them have had a naturd origin. The epidemiologicd
investigation of anima and plant disease outbregks are, if anything, more difficult to
undertake than human diseases.
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ANNEX 6

SEQUENCING TIMELINE

Sequencing Timelinefor Bioterrorism Response

All agencies involved with -
preparedness planning efforts Incident identified Resolution
asbioterrorist Point

Triage, Treatment, Digposition

(Querantine if necessary)
Lessons

Pre-Threat J Preparation Casualty Presentation

T CST
EMSA, DHS, Mutual / Arrows indicate poirts on the timeline
Aid, Public Health,* when agendieslisted in boxes become
(CST, MMRS) involved in the response. Their involvement
lagts to the point of resolution, when
preparedness becomes the priority again.
OES, EMSA, DHS, Mutud Aid, *Public Health refersto local public health
MMRS, Public Health,* Departments
Metropolitan Working Groups,
OHS, NLD DPP, FBI,** FEMA, **The FBI would become involved when
CDC, others the incident was determined to be terrorism
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ANNEX 7

ACRONYMSAND THEIR DEFINITION

AHS
BATWG
BW
CBPGR
CSTI
CDC
CNS
CSTs
CSAC
CTRP
DHHS
DHS
DMATSs
ECC
EIS
EMB
EMD
EMS
EMSA
EPO
FBI
FEMA
HEPA
HMICP
ICS

IC
JEOC
LATFOT
MMRS
NDMS

|

I o ) ) T I [ O

Automated Highway System

[San Francisco] Bay Area Terrorism Working Group
Biological Wegpon

Center for Bioterrorism and Public Health Research (proposed)
Cdifornia Specidized Training Indtitute

U.S. Centersfor Disease Control and Prevention

Center for Nonproliferation Studies, Monterey Ingtitute of International Studies
Civil Support Teams

Cdifornia State Association of Counties

Cdifornia Terrorism Response Plan

U.S. Department of Hedlth and Human Services

Cdifornia Department of Hedlth Services

Cdifornia s Disaster Medicd Assistance Teams

Emergency Coordination Center (of the DHS)

Epidemic Intelligence Service (of the CDC)

Environmental Management Branch (of the DHS)
Emergency Medicad Department

Emergency Medica Services

Emergency Medica Services Authority

Emergency Preparedness Office (of the DHS)

Federa Bureau of Investigation

Federal Emergency Management Agency

High Efficency Particulate Air

Cdifornia’ s Hazardous Materids Incident Contingency Plan
Incident Command System

Incident Commander

Joint Emergency Operations Center

Los Angeles Task Force on Terrorism

Metropolitan Medicd Response System

U.S. Nationd Disaster Medica System
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NGO [ Non-Governmental Organization
NPS [ Nationd Pharmaceutica Stockpile (of the CDC)
OEP [0 Office of Emergency Preparedness (of the DHHS)
OES [0 CdiforniaGovernor's Office of Emergency Services
OHS 0O U.S. Office of Homeand Security
STAC 0O State Threat Assessment Committee
SEMS 0O Standardized Emergency Management System
SFCTTF 0O San Francisco Counter Terrorism Task Force
SSCOT 0O Sate Strategic Committee on Terrorism
UCLA 0O Univesty of CdiforniaLos Angeles
WMD 0O Weapon Of Mass Destruction
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ANNEX 8

IN FORCE AND PENDING FEDERAL LEGISLATION RELATED TO
BIOTERRORISM ASOF MARCH 1, 2002+

BIOTERRORISM PREPAREDNESS ACT OF 2001, S. 1765

On December 20, 2001 the Senate passed by unanimous consent the Kennedy-Frist
Bioterrorism Preparedness Act, S. 1765 (formerly S. 1715). Senators William Frist (R-
TN) and Edward Kennedy (D-MA) reintroduced S. 1765, the Bioterrorism Preparedness
Act of 2001 on December 4, 2001.

PuBLIC HEALTH SECURITY AND BIOTERRORISM RESPONSE ACT OF 2001,

H.R. 3448

On December 12, 2001 H.R. 3448, the Public Health Security and Bioterrorism Response
Act of 2001 was passed by the House of Representatives, under suspension of therules.
The bill is sponsored by Representative W. J. “Billy” Tauzin (R-LA).

DEPARTMENT OF DEFENSE APPROPRIATIONSBILL, H.R. 3338

On December 4, 2001, the Senate Appropriations Committee approved HR 3338, the
DOD Appropriations Bill for FY 2002, which Senator Diane Feingein (D-CA) and
Senator Judd Gregg (R-NH) amended to include Section 8134 Regulation of Biologica
Agentsand Toxins. Section 8134 amends the Public Health Service Act Section 351A
Enhanced Contral of Biologica Agents and Toxins and is the same as Section 216
Regulation of Biologica Agentsand Toxins of S1765, the Bioterrorism Preparedness Act
of 2001, which was reintroduced by Senator Frist and Senator Kennedy on December 4,
2001. Section 8134 was removed from the Senate DOD A ppropriations bill on
December 19.

BIOTERRORISM PREPAREDNESS ACT OF 2001, H.R. 3310

On November 16, 2001 Representative Greg Ganske (R-1A) introduced H.R. 3310, the
Bioterrorism Preparedness Act of 2001.

BIOTERRORISM PROTECTION ACT (BIOPACT) oF 2001, H.R. 3255

On November 8, 2001 Representative Robert Menendez (D-NJ) introduced H.R. 3255,
the Bioterrorism Protection Act (BioPAct) of 2001.

DEADLY BioLOGICAL AGENT CONTROL ACT oF 2001, S. 1661

On November 8, 2001 Senators Diane Feingtein (D-CA) and Jon Kyl (R-AZ) introduced
S. 1661, the Deadly Biologica Agent Control Act of 2001.
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ANTITERRORISM LEGISLATION, H.R. 3162

The compromise antiterrorism legidation, HR 3162, passed on October 24 by the House
and October 25 by the Senate, and signed into law on October 26, expands the biologicd
wegpons statute in Chapter 10 of Title 18, United States Code, to make it an offense for a
person to knowingly possess any biologica agent, toxin or ddivery system of atypeor in
aquantity that, under the circumstances, is not reasonably judtified by prophylactic,
protective, bona fide research or other peaceful purpose. H.R. 3162 aso restricts certain
persons from possessing a select agent listed in Appendix A, Part 72 of Title 42, Code of
Federd Regulations, which were promulgated pursuant to Section 511 (d) of the
Antiterrorism and Effective Degth Pendty Act of 1996 (Public Law 104-132) H.R. 3162
defines aredtricted person. See especialy the Biologica Wegpons Statute, Section 817.

BIOTERRORISM ENFORCEMENT ACT OF 2001, H.R. 3160

The House of Representatives passed the Bioterrorism Enforcement Act of 2001, H.R.
3160, on October 23. The bill amends the Antiterrorism and Effective Deeth Pendty Act
of 1996 to extend the regulatory regime established in 1997 to control transfers of select
agents to now include controls on persons who knowingly possessthem. The bill crestes
crimind provisons for persons who possess select agents without registration and for
those who handle select agents with reckless disregard for public hedth and safety. The
Secretary of DHHS is directed to impose prompt registration for possession of select
agents, and requirements for handling, physica security, access, the credentialing and
security of personnd and the reporting of loss or theft of select agents.

The bill also rediricts certain persons from possessing sdlect agents. Thebill, by
reference, incorporates the list of persons who are forbidden to own a handgun for
reasons of crimind or pathologica behavior. Aliens, not lavfully admitted for
permanent residence, may not possess select agents; however, the DHHS Secretary is
given waiver authority, in consultation with the Attorney Generd, to designate categories
of diens or particular individuas who may be admitted to the U.S. on non-immigration
visas to permit them to work with select agents in order not to impede public hedlth
activities or research.

BIOWEAPONS CONTROL AND TRACKING ACT OF 2001, S. 1706

On November 15, 2001 Senator Tom Harkin (D-1A) introduced S. 1706, the Biowegpons
Control and Tracking Act of 2001.

DEADLY BioLOGICAL AGENT CONTROL AcCT oF 2001, H.R. 3306

On November 15, 2001 Representative Adam Schiff (D-CA) introduced H.R. 3306, the
Deadly Biologica Agent Control Act of 2001.
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PATHOGEN RESEARCH, EMERGENCY PREPAREDNESS AND RESPONSE
EFFORTSACT OF 2001, S. 1635

On November 6, 2001, Senator Tim Hutchinson (R-AR) introduced S. 1635, the
Pathogen Research, Emergency Preparedness and Response Efforts Act of 2001.
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